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Today’s Agenda

• Intros

• A few minutes on The Black Swan

• Getting the House in Order: Re-

assessing the building blocks

• Enriching the Third-Party Risk 

Management Workflow

• Getting Outside Help: External 

Content & Managed Services



The Leader in 

Third-Party Risk 

Management 

Automation

▪ Programs for organizations 

of all sizes and maturity

▪ Built-in best practices

▪ Unparalleled subject 

matter expertise

▪ Short deployment times

▪ Hundreds of successful 

customer implementations
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Third-Party Risk Lifecycle Support

Manage with 
consistency

Create a unified 
process

Document, 
monitor 

and record

Systematically 
conduct 

and document

Formally track 
vendor issues

Enforce 
objectivity within 

your vendor 
process

Establish an 
enterprise-wide 

process

Performance 
Reviews

Contract
Reviews

SLA
Monitoring

On-Site Control 
Assessments

Issue
Management

Due 
Diligence

Ongoing 
MonitoringOnboarding

Streamline 
processes

while reducing 
errors

Content Integration

Incorporate financial and cyber 

ratings into your due diligence

SIG Integration

Leverage SIG content in 

your questionnaires

Powerful Configuration

Future-proof platform changes 

as your program matures

Recognized by Gartner

Read the reports at 

processunity.com/gartner

Automated Scoring & Scoping

Assess vendors appropriately 

based on inherent & residual risk

Smart Questionnaires

Reduce vendor fatigue & 

auto-score responses



Two Gartner Reports. Two Recognitions 

in IT Vendor Risk Management Software.

These graphics were published by Gartner, Inc. as part of larger research documents and should be evaluated in the context of the entire document. The Gartner documents are available upon request from ProcessUnity. Disclaimer: Gartner does not 
endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of 
Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. 

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.



BitSight: Translate Complex Cybersecurity 
Issues into Simple Business Context

7

Objective, Continuous, Data-Driven Ratings of Organizational Security Performance 

250 - 900

➔ Unbiased common metric to 

measure cybersecurity performance 

of organizations worldwide

➔ SaaS solution, ratings updated daily
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...to Create a Common Language Across Enterprise...

BitSight supports 

critical business 

functions

Enterprise Risk
Manage Cyber Risk in 3rd and 4th 

Party Ecosystem

IT/Security
Visualize, Prioritize, and 

Communicate Security Actions

Procurement
Rapidly Assess 3rd Party Risk during 

Selection and Onboarding

Audit
Enable Corporate Responsibility 

and Internal Oversight of Risks 

Taken and Management of Risks

Marketing
Differentiate Against Competition 

with Effective Security Posture

Finance
Spend Effectively & 

Allocate/Prioritize Resources

Legal
Objectively Evaluate Exposure and 

Actions Taken



BitSight: The Standard in Security Ratings
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BitSight provides an independent rating of an 
organization’s cybersecurity performance.

Methodology:

● Continuous, automated, non-intrusive collection 
of security evidence (200b+ events)

● Data-driven, objective rating of security 
performance

The BitSight ratings can be incorporated into an overall 
risk calculation inside of the ProcessUnity platform.



The COVID-19 Pandemic



Principles for Preparing 

for and Responding to 

a Black Swan*

*Adapted from Responding to a Black Swan, Ernst & Young, 2011



Principles for Preparing 

for and Responding to 

a Black Swan*

Black Swan events may evolve from one factor or a combination of

factors, including human error, negligence, malicious actions or

acts of nature. Regardless of their cause, they are alike in that they:

▪ Occur unpredictably or unexpectedly

▪ Develop rapidly and continue for days, weeks, and even 

months

▪ Are catastrophic in scale and broad in scope

▪ Present hazards beyond immediate financial risks, 

jeopardizing lives, long-term health and the environment

▪ Involve significant asset damage or loss

*Adapted from Responding to a Black Swan, Ernst & Young, 2011



Responding to a Black Swan*

*Adapted from Responding to a Black Swan, Ernst & Young, 2011

1. Develop risk recognition criteria in order to 

know when and how to respond.

2. Develop a quick response team led by a 

senior manager, typically the COO. This 

team should include personnel from across 

the business functions and external 

advisers. The team should concentrate on 

containing and minimizing the event.

3. Create a response team of leaders who 

should assess the situation, understand the 

risks faced, and response goals in order to 

quickly initiate the correct response plan.

4. Develop multiple response options and 

categorize them base on largest contribution 

toward response goals.

5. Evaluate each option by considering its 

risk/reward and whether the organization has 

the capabilities to carry out the plan. Critical 

assumptions should be documented during 

this process for future reference.

6. Complete an assessment of suppliers to 

ensure your suppliers’ suppliers are not 

going to negatively impact your business.

7. Monitor your supply chain. Make sure that 

you are monitoring the risks associated with 

both your Tier 1 and Tier 2 suppliers to 

ensure your company has a complete view 

of the supply chain.

8. Identify alternative suppliers in non-impacted 

regions of the world to diversify the supply 

chain and limit dependencies on any one 

supplier of geographic region.

9. Assess continually the effectiveness of the 

response by making corrections as need.

10. After the event, management should discuss 

lessons learned and incorporate these 

lessons into training and future response 

planning.
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Financial Impact of Disruptions

Supplier disruptions cost organizations time and money

1 - BCI (Business Continuity Institute). Supply Chain Resilience Report. 2019

2 – ProcureCon. Direct Benchmarking Survey

3- Extrapolation based on COVID-19 Pandemic distribution Jan 2020 – April 

2020 

3



Financial Impact of Disruptions

Supplier disruptions cost organizations time and money

1 - BCI (Business Continuity Institute). Supply Chain Resilience Report. 2019

2 – ProcureCon. Direct Benchmarking Survey

3- Extrapolation based on COVID-19 Pandemic distribution Jan 2020 – April 

2020 

99%

…What a difference a month makes

100%
12 months

3

3
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ProcessUnity Response
• Immediate WFH business continuity exercise > WFH BAU

• Pandemic Questionnaire: Assess your Third-Party Network

- Vet your critical and high-risk vendors

© ProcessUnity, Inc. All Rights Reserved.

https://www.processunity.com/wp-content/uploads/2020/03/ProcessUnity-Pandemic-Questionnaire-200324.pdf
https://www.processunity.com/wp-content/uploads/2020/03/ProcessUnity-Pandemic-Questionnaire-200324.xlsx


Getting the House in Order
Re-assessing your TPRM building blocks
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The Third-Party Risk Lifecycle
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The Third-Party Risk Lifecycle

Establish an
enterprise-wide process

Enforce objectivity within 
your vendor process

Streamline processes
while reducing errors

Onboarding Due Diligence Ongoing Monitoring

1 2 3

How Can You Assess More Vendors, More Thoroughly… in Less Time…
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The Third-Party Risk Lifecycle

Manage with 
consistency

Create a unified 
process

Document, 
monitor 

and record

Systematically 
conduct 

and document

Formally track 
vendor issues

Enforce 
objectivity within 

your vendor 
process

Establish an 
enterprise-wide 

process

Performance 
Reviews

Contract
Reviews

SLA
Monitoring

On-Site Control 
Assessment

Issue
Management

Due 
Diligence

Ongoing 
MonitoringOnboarding

Streamline 
processes

while reducing 
errors

…So Your Team Can Spend More Time Reducing Risk and Generating ROI.



A Few of the Challenges Organizations Face Today

Identifying / Grouping Critical Vendor by Risk TierCritical Vendors
• Who are our critical outsourced third-parties?

• What services are they providing?

• Where are they located?

• How do we risk-tier our vendor database?

Framework & Process

Documentation

Establishing a Framework / Process for Internal & External Review

• How do we ensure adoption and compliance across the organization?

• How can we improve vendor responsiveness / reduce fatigue?

• How do we improve executive support / communication?

Nth Parties

Storing Supporting Documentation

• How and when do we re-assess third parties?

• How do we organize the data from our vendor population?

• Which vendors are using fourth parties to deliver services?

• How far down the chain do we have to go to feel secure?

Determining Which Fourth (Fifth?) Parties to Assess
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It’s Not Going to Get Easier

• More third-parties (and fourth-parties)

• More / new / different threats

• Evolving regulations (EBA, GDPR, CCPA, FCA, PCI, HIPAA, DPA)

• Vendors are buckling under the load



Program Building Blocks



Building Blocks: Base Processes & Flows



Building Blocks: Base Processes & Flows

Pre-Contract Post-Contract



Building Blocks: Base Processes & Flows

Onboarding Workflow

INHERENT RISK

ASSESSMENT

DUE DILIGENCE

ASSESSMENT

Pre-Contract Post-Contract



Moving Quickly to Meet Business Needs

28



Building Blocks: Base Processes & Flows

Onboarding Workflow Ongoing Monitoring Workflow

INHERENT RISK

ASSESSMENT

DUE DILIGENCE

ASSESSMENT

SERVICE

REVIEW

DUE DILIGENCE

ASSESSMENT

Pre-Contract Post-Contract



Building Blocks: Base Processes & Flows

Onboarding Workflow Ongoing Monitoring Workflow

INHERENT RISK

ASSESSMENT

DUE DILIGENCE

ASSESSMENT

SERVICE

REVIEW

DUE DILIGENCE

ASSESSMENT

ISSUE MANAGEMENT & REMEDIATION

Pre-Contract Post-Contract



Enriching the Third-Party Risk 

Management Workflows



Onboarding Workflow

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact



Onboarding Workflow

Line of 
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Third-Party 

Manager

Third-Party 

Contact

1. Request 
Third-Party 

Service



Onboarding Workflow

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

1. Request 
Third-Party 

Service

2. Review 
Third-Party 

Service 
Request

Advance 

Request?

Follow Up
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Leveraging Security Ratings & Questionnaires

1

2
3

Security ratings + questionnaire 
response can validate responses 
and prioritize remediation efforts.  

Monitor companies with ratings 
above 700 and a compliance rate 
above 80%

Organizations with low ratings and 
high compliance are natural 
candidates for follow-up 

Direct remediation for low rating and 
low self-assessment 3

1

2



Onboarding Workflow

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

1. Request 
Third-Party 

Service

2. Review 
Third-Party 

Service 
Request

Advance 

Request?

Inherent

Risk 

Level 3. Send 
Assessment

4. Assessment 
Response

5. Analyze 
Assessment

Follow Up

Yes Follow Up



Trust but Validate

37

➔ Rating platforms continuously 

monitor vendors for changes in cyber 

security posture; engage with 

vendors on an event driven basis (in 

addition to a calendar driven basis).

➔ Engage with vendors on remediation 

efforts with specific data and 

observations.



Onboarding Workflow

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

1. Request 
Third-Party 
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Third-Party 
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Advance 
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Inherent

Risk 

Level 3. Send 
Assessment

4. Assessment 
Response

5. Analyze 
Assessment

6. Create 
Related 
Issues

7. Close 
Assessment

Follow Up

Yes Follow Up



Onboarding Workflow

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

Request 

Approved

1. Request 
Third-Party 

Service

2. Review 
Third-Party 

Service 
Request

Advance 

Request?

Inherent

Risk 

Level 3. Send 
Assessment

4. Assessment 
Response

5. Analyze 
Assessment

6. Create 
Related 
Issues

7. Close 
Assessment

8. Agreement 
in Review

Follow Up

Yes Follow Up
Yes



Onboarding Workflow

Line of 
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Third-Party 

Manager

Third-Party 
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Approved

1. Request 
Third-Party 

Service
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Third-Party 

Service 
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4. Assessment 
Response

5. Analyze 
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6. Create 
Related 
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7. Close 
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in Review

Follow Up

Yes

Critical / High / 

Medium
Low

Follow Up
Yes



Onboarding Workflow

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

Request 

Denied

Request 

Approved

1. Request 
Third-Party 

Service

2. Review 
Third-Party 

Service 
Request

Advance 

Request?

Inherent

Risk 

Level 3. Send 
Assessment

4. Assessment 
Response

5. Analyze 
Assessment

6. Create 
Related 
Issues

7. Close 
Assessment

8. Agreement 
in Review

Follow Up

No
Yes

Critical / High / 

Medium
Low

Follow Up

No

Yes
No



Ongoing Monitoring: Periodic Due Diligence

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

1. Send 
Assessment

2. Assessment 
Response

3. Analyze 
Assessment

4. Create 
Related 
Issues

5. Close 
Assessment

Follow Up



Continuously Monitor

43

BitSight Alerts

Manage by Exception

● Alerts by Tier

● Rating % Change

● Specific Risk Vectors

Communication Process

● Preliminary Introduction and 

Explanation

● EVA/email and Intro Call

● Include BitSight CSM

Remediation

● Vendor Access Dashboard

● Issues Management in GRC

● Escalations to Business when 

necessary

Risk Hunting



Ongoing Monitoring: Service Reviews

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

1. Send 
Service 
Review

2. Complete 
Service 
Review



Issue Management & Remediation

Line of 

Business

Third-Party 

Manager

Third-Party 

Contact

1. Communicate 
to Third-Party 

Contact

2. Respond 
to Issue

3. Update
Issue



Own the Risk

Share the Responsibility
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You Own the Risk (but you can accelerate the review)

TPRM Group“The Business”

Request for Risk Review Risk Domains 

Depth of Review

Scope Perform Assessment

Gather Data

Evaluate & Interpret the Data

Residual Risk 

& Remediation

Your TPRM Program

Enriched Content Options

• Understand the difference between public and 

private data validation

• Set a rationale for leveraging by inherent risk tier

• Off-load the time intense operations

• Embed external content into your process

Document Findings

UtilityCyberFinancial Identity

Public Data Evaluation Private Data Validation + Testing

Establish an Embedded TPRM Process

Define onboarding and ongoing monitoring activities.

• Inherent Risk Assessment and Scope

• Review Process and Data Analysis (Residual Risk)

• Cadence and Monitoring (Continuous, Contractual)

EDD



Summary: Rationalize Your Due Diligence

Consider All Aspects 

of a Vendor’s Risk Profile

Identity, Financial, Reputation, Cyber, Resiliency, Privacy, 

Compliance, Geographic, Fourth-Party, Conflict of Interest, etc.

Leverage External Data 

Where/When it Makes Sense

Public Data – Intelligent data (BitSight, RiskRecon, Refinitiv, 

D&B etc.) augments your teams’ assessments and creates an 

applied risk view of your vendor population. Private Data -

Utilities / Exchanges are a piece of the puzzle. Outsourcing 

specific tasks / portions of the process can enable scale.

Embed Your Risk Process 

Into the Onboarding Cycle

Auto-scoping and review saves time and reduces vendor fatigue, 

auto-scoring ensures accuracy and consistency. Reducing busy 

work = more time for strategic risk management and cost 

savings.

Categorize & Risk Map the 

Products/Services You Use

Planning using triggers for the types of risk to monitor and the 

threats that are presented based on the nature of the third-party 

relationship can reduce cycle times while ensuring the right due 

diligence is performed at the right level. 

Remember: You will always own the risk! 
Your internal process/program must ultimately determine acceptable risk levels –

combining internal and external data gives the most accurate picture of risk.
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ProcessUnity Vendor Intelligence Suite

Vendor Financial 

Intelligence

Vendor Cyber 

Intelligence

Vendor Screening 

Intelligence

Onboarding

Insights
Integrated 

Assessments
Continuous 

Analysis
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ProcessUnity 

TPRM Program

BitSight 

Cyber Screening

Vendor Cyber Intelligence with BitSight

Real-time Issue 

Management

Integrated 
Assessments

Continuous 
Cyber-analysis

Enhanced Due 

Diligence
Intelligent 

Onboarding 

Best Practices…fully integrated and configured!



Continuous / Ongoing Monitoring / Cyber Analysis
1. Reduced third-party risk mid-review cycle

2. Near-real time updates for proactive risk management

3. Reduced TPRM time in tracking and remediating issues

Enhanced Due Diligence
1. 350+ risk vector mappings to 80+ SIG questions = posture mapping on a per-questionnaire basis

2. Reduced analyst review time and more informed analyst reviews

3. Resulting ratings provide validation and high-quality data for analysis and will aid in key decision-

making processes

© ProcessUnity, Inc. All Rights Reserved.

ProcessUnity Vendor Cyber Intelligence 

with BitSight

Intelligent Onboarding
1. More informed third-party managers from understanding cybersecurity ratings

2. More comprehensive view of third-party’s security posture

3. Reduced onboarding time through integration into due diligence
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Integrated Assessments
1.Better assessment/questionnaire response evaluation via automated intelligence report

2.Cyber risk vector mapping eases assessment analysis and reduces time

3.Ratings improve validation and increase data quality to aid in key decision-making processes

Dashboard
1. Vendor Cyber Intelligence dashboard provides a wholistic view of all the data within the third-party 

risk management program by focusing attention on all third parties being monitored by BitSight

Real-time Issue Management
1. Reduces the time third-party risk managers take in tracking and remediating issues

2. Reduces the time to create issues

3. Systematizes the issue creation process and reduces subjectivity

ProcessUnity Vendor Cyber Intelligence 

with BitSight
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For More Information

BitSight

www.bitsight.com

Contact Us

www.bitsight.com/contact-us

Blog

www.bitsight.com/blog

Contact Leslie Sloan

leslie.sloan@bitsighttech.com

Automate Your Third-Party 

Risk Management Program

www.processunity.com/automate

Gartner Report Evaluates 

Top Vendor Risk Tools

www.processunity.com/gartner

Contact ProcessUnity

www.processunity.com/contact

Contact David Klein

david.klein@processunity.com

http://www.bitsight.com/
http://www.bitsight.com/contact-us
http://www.bitsight.com/blog
mailto:david.klein@bitsight.com
http://www.processunity.com/automate
http://www.processunity.com/gartner
http://www.processunity.com/contact
mailto:ed.thomas@processunity.com

